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Practice School at Helsinki University of Technology, Finland spring 2010 (Jan-June 2010)

NAT-hiding virtual interface with Linux and NSIS

A 5 month thesis project. Includes kernel and TCP/IP socket programming in the Linux kernel environment.

Problem: If a host is behind a NAT translator, it cannot know the IP and port address that its outgoing traffic has in the public network. This means that it cannot for example send a valid SIP message inviting a call.

Solution: Create a virtual interface in the host and when an application creates a socket, return the IP and port addresses of the NAT translator's external interface. The host communicates with the NAT box using a protocol such as NSIS (Next Steps in Signaling) or UPnP.

Tasks:

1) Intercept the socket creation process in Linux so that when an application creates a socket in the virtual interface, without requesting a specific port address, the NSIS is used to create a translation at the NAT box and the socket is created with the corresponding port address. Test using some VoIP application.

2) If the application (or any other process) requests information about the status of the socket, report the status according to the NAT box.

3) Time permitting, extend this application to allow the application to specify the port address to be used.

4) Time not likely permitting, test this using multiple hosts behind the NAT box and a cascade of NATs and solve the emerging problems.

There will be additional setup and installation tasks, the NSIS implementations might not be completely stable and there will be policy problems to ponder, like what tasks should be atomic or how long can socket creation block the application. We are looking mostly for "proof of concept" quality software, but the work should be documented enough that this can be extended later. We would prefer the Linux environment and NSIS protocol, but will accept Windows or even Symbian environment or the use of UPnP or some other gateway controlling protocol.

Discussion: The "middlebox problem" has a known solution in the protocols STUN, TURN and ICE, but those solutions require a known server in the public address space. We wish to try to conserve the spirit of the original end-to-end argument and create an illusion of a flat, transparent Internet.

\

Background:

IETF next steps in signalling (nsis): http://www.ietf.org/dyn/wg/charter/nsis-charter.html

IETF Interactive Connectivity Establishment (ICE): http://tools.ietf.org/html/draft-ietf-mmusic-ice-19

Skills required: 

· Solid knowledge about application development

· Programming on Linux kernel/user space with C/C++/Java

· Reporting in English

· Committed and responsible in accomplishing the assigned tasks!

Stipend
The stipend will be 1,800 euros a month. This properly covers the basic living costs for a student in Finland.
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